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1 INTRODUCTION

This help aid enables the SPHR (Security Project Health Report) application users to understand the
importance of assessment, audit, and score cards for exhibiting the security health report.

The Procedure for Information Security in Projects (ISG-PR014) on business management system
(BMS) governs the various security templates and automated SPHR process.

A pictorial representation of the screens and navigation is provided below. Users are required to follow
the process.
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Application / System Issues for Login / Outages follow the below for CIO support.

Service Ticket https://helpnxt.techmahindra.com/sp this is URL to raise request for
SPHR

Category ClOo

Subcategory Enterprise Application

Request type Qspace

TMW Aligned
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2.1 APPLICATION SCREEN 1
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2.2 APPLICATION SCREEN 2

Select your role — in this picture below the role selected is SPHR Admin. The below screen enables
you navigate in the SPHR tab the screens to input. The project ID must be selected, Get Data to be
clicked to see the score card and further activity.
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Please select Request or Remove Access links
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Thursday | 25 April | 2024 FHR System ‘Welcome: Sylvester Dizs (302147) @ @ |FAQ | =

Set Up v PHR - SPHR - Reports - Rale ¢

SPHR & Security PHR - Score Card

SPHR Help
SPHR From 11th Mar 2024 to 17th Mar 2024

Security Project Health Report

1 The Security Project Health Score card provides the details of the security posture and the red, amber, green
) status associated to the score and associated risk for each score attribute and domain.
2 The Second section provides the upcoming scheduled activity in respect to security compliance and business
' continuity processes for necessary actions by the Project Manager.
3 SPHR indicated Project Compliance levels and remedial action to be taken by the Project Manager to ensure
) compliance to customer contracts and Tech M policy.
Project: ASMCommunication Desk-B STRADA (000000000013526) - Get Data |
Mote: PM can submit SPHR for the week till next Monday 3 PM and PgM can submit SPHR for the week till next Monday 11 PM.
E.g. SPHR From 21st Jan 2019 to 27th Jan 2019: PM can submit till 28th Jan 2019, 3 PM and PgM can submit till 28th Jan 2019, 11 BM.
SECURITY first = PRIVACY matters [ :
“Be the TechMighty Firewall” .TMW Al'gned SECUR'TY' pHR

The above screen will enable the project manager to view the Score card, Input Screen 2, and the
Screen 3 information. The project manager will be able to update the required data appropriately.
Please read the help aid on the screen and provide your inputs. Select the drop downs as applicable
to complete the action. Input remarks as appropriate as a rationale of your response as available on
screen. Exhibit samples of the screen are in the below sections

3 SCREENS FOR PROJECT MANAGER

This section covers the screens in SPHR to enable navigation. A brief note about the screen is
mentioned.

1. Screen 1 - Score Card Screen
2. Screen 2 — Situational Survey Questions
3. Screen 3 — Security Posture

Application / System Issues for Login / Outages follow the below for CIO support.

Service Ticket https://helpnxt.techmahindra.com/sp this is URL to raise request for
SPHR

Category Clo

Subcategory Enterprise Application

Request type Qspace

TMW Aligned
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SCORE CARD SCREEN

This is the screen where the project manager can view the score card for the project id selected.
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2  SCREEN 2 — SITUATIONAL SURVEY INPUTS

This screen is the situational survey input screen which the project manager inputs. Analysis is done
by the audit team and respective units. Example questions on screen are exhibited. Please respond to
all questions in the SPHR application which may not be visible in the picture below.

>PACE TecH

:«-..umwmmmmmmm,, mahindra

Thursday | 25 April | 2024 PHR System Welcome: Harsha Sastry (344176} far| 7 | FAQ| =

SPHR Reports o Role : SPHR Admin %

SPHR @ SPHR Screen 2 - Situational Survey

SPHR Help
SPHR From 22nd Apr 2024 to 28th Apr 2024

Project: ‘Emirates - T&M (000000000045418) -

PM Name: Sethu Arunachalam Coimbatora Ramalingam (700756}

AD16 Do you own [ use any Labs / services from any shared common labs as part of customer delivery or internal delivery management activity? No no S
AD17 Do you use generic id to access client applications or sarvers ? Ne Mo
AD18 Have you nominated yourself as the ERT (Emergency Response Team) representative for your project to coordinate with Corporate Services 3€" Security Mo HMNA

teams for Building fire and safety evacuations ? If not please nominate yourself / your representative and provide the email id in the Remarks for Corporats
Services to connect with the project reprasentative [This is required as your declaration and input in light of the learing from Turkey and multiple other
Earthquakes. This is the preparedness ensuring People safety, wellness during emergency evacuation to the Safe Assembly Area (SAA) as an overall Corporate
HR and Corporate Services initiative]

A019 Do you need a dedicated ICT / Systams DR Plan ? No NA
AD20 Do you store data in Tech Mzhindra systems which require to be backed up 7
A021 Do you require to have a data backup for the project shared folder 7
A022 Do you require to have a data backup for the computing devices — Desktop . Laptop assigned by the company
AD22 Have you completed and provided the TIM-FROO2 containing (Project Authorization Form documentation) to TIM Operations for the Services, ICT & data
backup / restors services with all details
AD24 Have you completed and provided the TIM-FRO11 containing (Project Individual System Asset Risk Assessment) documentation to TIM Operations for the ICT
Systems DR support
AD25 Have you completad and provided the TIM-FRO20 (Project System Recovery ) documentation to TIM Oparations for the ICT Systems DR support
A026 Have vou ¢ and the TIM-FRO21 (Service Stoopane Recovery Actions) doct ion to TIM Operations for the ICT DR Suoport

TMW Aligned
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3.3 SCREEN 3 — SECURITY QUESTIONNAIRE

The project manager inputs the questions provided on mandatory questions in SPHR analyzed by the

audit and peer units as applicable. Example questions on screen are exhibited.
guestions which may not be visible in the picture below.

Please respond to all

SPHR & SPHR Screen 3 - Existing Questions

SPHR From 11th Mar 2024 to 17th Mar 2024

G>PACE TECH
02 Cusaticy e fou Proens mahincra
Thursday | 25 April | 2024 PHR System welcome: Sasikumar Ramalingam [231071) fir | & 1FAQ| [=
Set Up - PHR - SPHR - Reporks - Role :

SPHR Help

Project: NAB-ITO-GCS-Microservices (000000000043576) -
Mete: SPHR Help-Aid is awvailable in the Help section of QSPACE

# Questions values Remarks Edit

001 Hawve you recently received any additional security related requirements  including privacy. audit, exception, etc.) from the Edit
o Zustemer 2= a specizl request or SOW within your project * =
Qooz2 Do you revoke customer credentials when an associate leawes the project as per customer process 7 Edit

003 Are you partially or completely cutsourcing delivery to 3rd parties and/or does your project involve/ engaged a consortium of | Edit
R partners whers Tach Mahindra is the Brime vender. a

004 | Are you maintaining 2 copy of Data Processing Agreement (DPA) and ensuring compliance as per the customers instructions f—
o for processing persanzl data ? E
QUoS Do you use Generic IDs for Production Environments/Applications in your project? Edit
Qoos Are you using any customer artifacts for any POC / Deme in cutside the custemer environment 7 Edit
Qoo7 Do=s the project team hawve Admin access to customer infrastructure or Applications 2 Edit
QOos Do any member of the Project team use Gits [=.g Github) which is not part of the Customer or TM Enterprise license? Edit

] 1 confirm the SPHR and PHR inputs for the week start date and end date

Application / System Issues for Login / Outages follow the below for CIO support.

Service Ticket

SPHR

https://helpnxt.techmahindra.com/sp this is URL to raise request for

ClO
Enterprise Application
Qspace

Category
Subcategory
Request type

Version | Date Author Reviewed by Approved Nature of
(function) changes

SPHR
Admin

SPHRAlarms@techmahindra.com Harsha
Sastry

Dec
2023

Quick navigator

TMW Aligned
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