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<Roles in Lighthouse 101 >
Help Aid

Sequence - 1: Roles in Lighthouse

Project Managers as well as Compliance Lead can enable nominees to roles in
Lighthouse.

This enables the following:

Documentation of the BCP Plan in Lighthouse

Primary and Secondary backup BCP for the project

Independent Approvers identified by the project manager

Compliance review conducted within business for a quicker turnaround
time and conversation ( This is only if approved by the ISG Compliance
Lead)
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Roles in Lighthouse

NAVIGATIN LH BCP REP

Follow the below path to navigate to Lighthouse.

TWINGO > Information Security > Dashboard ->Login and in the Right Window Click on Lighthouse

Applications

@ Pace

¥ Human Resource a n

@ Qwaity (QWAY) Incident Management
System
8 Information Security

B co

@ Finance

@ Info & Communication

X Knowtedge Management

Find the “Manage LH BCP REP” link in the Functions Contribution Portal to the right.

o | InfoSec o ess Resilier
{E%y InfoSec and Business Resilience '] ,’ f , TECH
W Dashboard ' o mahindra
vs.0
Welcome, Shivani Vinayak Dalvi
Data entry screens Best Best
Welcome to the ISG Dashboard ! - Warkplaces™ | Workplaces
Functions Contribution Portal
rea
&
IS Dashboand is an inhouse tool. It provides a systems interface to implement information security and business s
continuity planning practices. This tol provides a holistic view of multiple data points that contnibute together as the
system of records. This platform is accessed by business unit security coordinators and business continuity leaders Lighthouse
to Input and manage transaction data, information retrieval and management informatian reporting needs
Migrate Lighthouse Plan
The ISG Dashboard is an enclave of automated workflows supporting - Secunity Incident Management, Business
Continuity Management. Other systems connected include Service Desk Management, Awareness and Training, Co el bl
Interfaces for management information reports based on role
Secondary Show
The Dashboard provides insight to the stake holders who include the below: Manage LH BCP REP
‘1. Business unis
2. Support functions Manage LH BCP POA
3. Customer - Internal and External
4. Customer security compliance authorities Call Tree-ENS
5. External auditors
POSTMAN
BCP REP Report
hitps://trai indra.com/D: ured/LightHouse/BIA_LH_BCP RepRol
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2 LIGHTHOUSE BCP REP ROLE

Kindly read the Important note for Project Managers given on the screen.

InfoSec and Business Resilience . " ' , TECH
Dashhoard - ' . mahinclra

LightHouse BCP Rep Role.

Important Note for Project Managers :

-

The Project Manager can nominate a BCP Rep from the team who can support the Project Manager to complete all Lighthouse Project Continuity Plan activities across the Screens.
2. The BCP Rep will get access to Dashboard

3. The BCP Rep will get access te Lighthouse : Follow the URL : Twingo->Information Security->Dashbeard->Lighthouse

4

. On successfully testing the BCP Rep can complete the actions for the Project ID assigned

0

When the access to the BCP Rep will be revoked by the Project Manager - the access to Lighthouse system will be revoked automatically

Please Search Project: | | Enter atleast 4 characters to search Project

Please Search Emp ID: | Enter atleast 4 characters to search Emp ID

Enter your Project ID and Employee ID of the Rep in respective textbox on the screen. Click on Save
button below.

InfoSec and Business Resilience '] " ' ' TECH
Dashboard - ' . mahinclra

LightHouse BCP Rep Role.

Important Note for Project Managers :

-

. The Project Manager can nominate a BCP Rep from the team who can support the Project Manager to complete all Lighthouse Project Continuity Plan activities across the Screens.
. The BCP Rep will get access to Dashboard

. The BCP Rep will get access to Lighthouse : Follow the URL : Twingo->Information Security->Dashboard->Lighthouse

BowoN

On successfully testing the BCP Rep can complete the actions for the Project ID assigned

i

When the access to the BCP Rep will be revoked by the Project Manager - the access to Lighthouse system will be revoked automatically

Please Search Project:

YIN2301968 ‘ Enter atleast 4 characters to search Project

Please Search Emp ID: [DalviShivani Vinayak (812771 | Enter atleast 4 characters to search Emp ID

Below pop-up will appear on the screen. Click on OK.

trainingdashboard.techmahindra.com says

Data saved Successfullyl
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3 DRILL REP ROLE

On the Dashboard, locate ONE BCM option in blue menu ribbon at the top. Click on Admin-Test
Schedule Correction option.

InfoSec and Business Resilience . ,' . TECH

Dashboard . ' » mahindra
. Security Project Function Location Drill Enter Drill | Selected Project | Security Audit & | Service

I@ S

Welcome, Shivani Vinayak Dalvi Any Time Plan View

Data entry screens Drill Result Copy ' Best
Welcome to the ISG Dashboard ! ices™ | Workplaces-
Functions Contribution Port] Admit-lest Schedule e
;
i " o NDIA
ISG Dashboard is an in-house tool. [t provides a systems interface to implement information security and business o . e
cantinuity planning practices. This tool provides a holistic view of multiple data points that contribute together as the MOU Update
system of records. This platform is accessed by business unit secunity coordinators and business continuity leaders Lighthouse ~ ' y
to input and manage transaction data, information retrieval and management information reporting needs. Project Roll Up Plan
Migrate Lighthouse Plan

Account Roll Up Plan
The ISG Dashboand is an enclave of automated workflows Supparting — Security Incident Management, Business

Continuity Management. Other systems connected include Service Desk Management, Awareness and Training, CopyCat Follow-Me Location Continuity Plan
Interfaces for management information reports based on rale Secondary Show

Function Continuity Plan
The Dashboard provides insight to the stake holders who include the below. Manage LH BCP REP

1. Business units BI View
2. Support functions. Manage LH BCP POA
3. Customer - Internal and External BCM Intranet page
4. Customer security compliance authorities Call Tree-ENS Mechanized EHS Schedule
5. External auditors
POSTMAN

Call Tree Test-Report

BCP REP Report
| Mass Comm Test-Report

CHECKMATE REPORT

iavascript: i SC )

Below screen will open. Click on Search Icon (Magnifying glass) to search for your Account name.

— =

InfoSec and Business Resilience . , TECH
Dashboard ' . . ’ ".

mahinclra

Home @{Jontacl @ Logout

Test Schedule Correction

Drill Retire Upload
Please Search an Account: N I

Input your customer group ID or name in the textbox given and click on the search button.

Company Confidential
Page 5 of 10




Roles in Lighthouse

InfoSec and Business Resilience

Dashhoard

Test Schedule Correction

&

TECH
mahincra

@ Account Search - Google Chrome:

o
=

com/Dashboard/Support/AccountSearch.aspx?textbo...

I Search Customer Group

Please Search an Account:

Enter C Group ID/Name : [Internal Search

Internal x -
Nestle

930

HST

Hinjewadi

HMEL-sus

Delof,

@Home @Contad @Lugoul

Drill Retire Uiload

Locate the appropriate Group name and click on Select link

InfoSec and Business Resilience

Dashboard

Test Schedule Correction

"

TECH
mahinclra

ol

25 trainingdashboard.techmahindra.com/Dashboard/Support/AccountSearch.aspx?textbo...

@ Account Search - Google Chrome

I Search Customer Group

Please Search an Account: [NEENGEEY

Enter C

Group ID/Name : [Intemal

|| Search

Cust_ID Customer Name Gruop D

0350

Gruop Name
INTERNAL
INTERNAL

101

4304 LEC Intamal

Drill Retire Uiload

javascript._doPostBack('dgAccount$_cti2$_ct0',")

Click on Fetch Data button. Below screen will appear. Select the Schedule ID from the drop down

menu.
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Roles in Lighthouse

ot o,

mahinclra

Test Schedule Correction

Drill Retire Upload
Plcase Scarch an Account: [REIRNEEY ‘gggm

Schedule ID
—-Select- - N .
o005
500014
| S00040 | Update Drill Proxy PM
S00052
Pl " S00064
sase Search Emp ID: 200072 : Enter atleast 4 characters to search Emp ID
500079
Saoorio
5000113
8000123
000138 I Update Drill Location
S000139
Please Search Location’ zggglgé E ] Enter atleast 4 characters to search Location ID
5000158
5000159
| 5000176 -

In Update Drill proxy PM tab, Enter The Employee ID of the Rep identified in given textbox. Select the
Emp ID from drop down suggestions. This feature enables the project manager to enable team
members to learn as they lead the test for the project and embed the cutlture of resilience within the
project.

InfoSec and Business Resilience . , TECH
Dashboard ' r, , ',.

mahincra

Test Schedule Correction

Drill Retire Upload
Please Search an Account: [IETWEEN ‘pgem

Schedule ID
Update Drill Proxy PM
Please Search Emp ID: 812771 | Enter atleast 4 characters to search Emp ID

Dalvi,Shivani Vinayak (812771) Change Proxy PM

Update Drill Location

Please Search Location: Enter atleast 4 characters to search Location ID

Update Location

Click on Change Proxy PM button.
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Roles in Lighthouse

InfoSec and Business Resilience . ’ TECH
Dashboard ' L ’ ',.

malhinclra

lome @()ontact

Test Schedule Correction

Drill Retire Upload
Piease Search an Account: [FEYNGEED) Spmpm ]
Schedule ID S00017 v

Update Drill Proxy PM

Please Search Emp ID: 812771 | Enter atleast 4 characters to search Emp ID

Change Proxy PM

Update Drill Location

Please Search Location: Enter atleast 4 characters to search Location ID

Update Location

Pop up will appear on the screen saying Proxy PM Updated Successfully! Click on OK.

trainingdashboard.techmahindra.com says

Proxy PM Updated Successfully!

PLAN APPROVER

Locate and click open "Manage LH BCP POA" link on Dashboard as shown below.

m | InfoSec and Business Resilience . ,’ ' , JECH
Dashboard . ' -

mahindra
Project Location Drill Enter Drill | Selected Project | Security Audit & | Service ONE BCM Contact ogout
Awareness | Continuity Plan| Continuity Plan | Continuity Plan| Schdeule Result Test Report Assurance
Welcome, Shivani Vinayak Dalvi

Data entry screens Best Best
Welcome to the ISG Dashboard ! Workplaces™ | Workplaces-
moee o
Biace e
ISG Dashboard is an in-house tool. It provides a systems interface to implement information security and business v?w ﬁ Work '%
continuity planning practices. This tool provides a holistic view of multiple data points that contribute together as the
system of records. This platform is accessed by business unit security coordinators and business y leaders Li

to input and manage transaction data, information retrieval and management information reporting needs.
Migrate Lighthouse Plan

The ISG D is an enclave of workflows supporting - Security Incident Management, Business
Continuity Management. Other systems connected include Service Desk Management, Awareness and Training, CopyCat Follow-Me
Interfaces for management information reports based on role. Secondary Show
The Dashboard provides insight to the stake holders who include the below.
1. Business units
2. Support functions
3. Customer - Internal and External
4. Customer security compliance authorities Call Tree-ENS
5. External auditors

Manage LH BCP REP

Manage LH BCP POA

POSTMAN

BCP REP Report
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Roles in Lighthouse

Kindly Read the Instructions given on the screen below.

mahinclra

LightHouse BCP PCA Role.

bacieard SR A mak

Important Note for Project Managers :

-

. The Project Manager can nominate a BCP Plan Outcome Approver (POA) who will approve the Lighthouse Continuity Plan.

. The BCP POA will get access to Dashboard

. The BCP POA will get access to Lighthouse : Follow the URL : Twingo-=>Information Security->Dashboard->Lighthouse

howoN

On successfully testing the BCP POA can complete the actions for the Project ID assigned

i

When the access to the BCP POA will be revoked by the Project Manager - the access to Lighthouse system will be revoked automatically

Please Search Project:

‘ Enter atleast 4 characters to search Project

Please Search Emp ID: | | Enter atleast 4 characters to search Emp 1D

Input the Appropriate Project ID and identified Plan Approver’'s Employee ID In respective textboxes.

mahinclra

InfoSec and Business Resilience . ' TECH
Dashboard ' 'o ’ ',.

Home @Conta

LightHouse BCP POA Role.

Important Note for Project Managers :

-

. The Project Manager can nominate a BCP Plan Outcome Approver (POA) who will approve the Lighthouse Continuity Plan.

The BCP POA will get access to Dashboard

. The BCP POA will get access to Lighthouse : Follow the URL : Twinge->Information Security->Dashboard->Lighthouse

»ow o

On successfully testing the BCP POA can complete the actions for the Project ID assigned

n

. When the access to the BCP POA will be revoked by the Project Manager - the access to Lighthouse system will be revoked automatically

Please Search Project: [YIN2304532 | Enter atleast 4 characters to search Project

Please Search Emp ID: Dalvi Shivani Vinayak (812771) | Enter atleast 4 characters to search Emp ID

Click on save button. Below pop-up will appear. Click on OK

~  I@ Microsoft Forms. X @ teiningdashboardtechmahing X + - a
<« > x b ini ht d.techmahindi m/Dashboard/Secured/LightHouse/BIA_LH_BCP_POARole.aspx Yr D -
traini hboard.techmahindra.com says

Data saved successfullyl
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5 COMPLIANCE / RISK REP

Compliance manager can appoint a Risk Officer. Compliance manager then needs to inform BCP team
to provide appropriate access to Risk Officer in Lighthouse.

Business Impact Analysis Attributes Submit

Dist of Head Count Submit
ity Dependencies Submit

s Continuity Model Submit
usiness Continuity Recovery Strategy Submit
Recovery Time Objective Setup Submit
Function Recovery Strategies Submit
Systems and Data Information Submit
Continuity Compliance Requirements Submit
Continuity Plan Documentation Submit
BCP Preamble Information Submit

Click here to refresh B1 to B4 colour codes

Lighthouse Business Continuity Plan Entry Scora for Project manager stage (Please refer (R1) report the menu below)

Systam Validation Test Report Status Scora for Project Manager (Please Refer Help Aid (L-23) in the GBC Library)
Project Roll Up Plan Completion Score { Please Refer Help Aid {L-18) in the GEC Library)

Account Roll Up Plan Complation Score ( Pleasa Refar Help Aid (L-19) in the GBC Library)

[ e | projoct Manager | Lighthouso Data Input Subm

it Status for Project Manager
]

6 DOCUMENT CONTROL

Version

Number Date

Prepared By

Reviewed by

Approved by

1 Alpha

08" July 2023 Shivani Dalvi

Global Business
Continuity Team

Head Global
Business
Continuity for
Internal Ops
Usage

GlobalBusinessContinuity@Techmahindra.com

Company Confidential

Page 10 of 10



mailto:GlobalBusinessContinuity@Techmahindra.com

